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Chapter 1. Intr oduction

“In thebeginning,thefile waswithout form, andvoid; andemptinesswasuponthefaceof thebits.And the
Fingersof theAuthor moveduponthefaceof thekeyboard.And theAuthorsaid,Let therebewords,andthere
werewords.”

This manual,theLinux SystemAdministrators’Guide,describesthesystemadministrationaspectsof
usingLinux.
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as such and can be skipped if you use a preconfigured system. Reading everything will, naturally,
increase your understanding of the system and should make using and administering it more pleasant.
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Figure2-1sho
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Loginsfrom terminals(via seriallines)andtheconsole(whennot runningX) areprovidedby thegetty
program.init startsaseparateinstanceof getty for eachterminalfor which loginsareto beallowed.
getty readstheusernameandrunsthe login program,which readsthepassword. If theusernameand
password arecorrect,login runstheshell.Whentheshell terminates,i.e., theuserlogsout,or when
login terminatedbecausetheusernameandpassword didn’t match,init noticesthisandstartsa new
instanceof getty. The
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Mail
Electronicmail is usuallythemostimportantmethodfor communicatingvia computer. An electronic
letteris storedin afile usinga specialformat,andspecialmail programsareusedto sendandreadthe
letters.

Eachuserhasan incomingmailbox(afile in thespecialformat),whereall new mail is stored.When
someonesendsmail, themail programlocatesthereceiver’smailboxandappendstheletterto the
mailboxfile. If thereceiver’smailboxis in anothermachine,theletteris sentto theothermachine,which
deliversit to themailboxasit bestseesfit.

Themail systemconsistsof many programs.Thedeliveryof mail to localor remotemailboxesis done
by oneprogram(themail transferagentor MTA, e.g.,sendmailor smail), while theprogramsspecia699 0 Td(),)Tj
8.2r(whn6264 Tf
10.3199 0 7996 0 Tde.1199 0 TTd(man)Tj
17.16 0 Tbox)Tj
35.4799 0 Td((deli)T
/R18(programie)Tj
142j
/R16 9.96(4 Tf
14.7599 0 Td(or396 0 6j
/R18 9.96264 Tf
18 0 Td(mach)Tj
22.4
/R11 9.96fer)Tj
27.3599 0 Td(a)Tj
4.91997 0 Td(g)Tj
4.91997 0 Td(ent)Tj
/R11 9.96264 Tf
14.7599 0 Td(or)Tj
/R18 9.962U)Tj
4.917999 0 Td(MT)Tj
13.32 0 Td(A)Tj21 9.96264 Tj
27.3599 0 Td(,)Tj
5.03997 0 Td(e.g.,)Tj
/R16 9.96pine4 Tf
10.8 0 Td(smail)08799 0 Td264 Tf
40.6799 0 Td(or)Tj
/R18 9.96elmmailboxansfms arsias
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Notes
1. In fact,it is oftenmistakenlyconsideredto betheoperatingsystemitself, but it is not.An operating

systemprovidesman 2.itis.96s3T59 31.4399 0 cd(man)T6
13.3199 0 Td(be)Tj
11.8799 0 Td(man)Tj
17.1ia7w.2.

.96s3T59 31.4399 0 Td(is)Tj
9.11997 0 Ttillmantothe
of currentredAn2. the

ir(is)20
17.7599 0 prinhouts,ingb2.

betoAnthetheto

beaptericalingto
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Figure 3-1. Parts of a Unix directory tree. Dashed lines indicate partition limits.

home devbin proc lib etc varusr boot

ftp liw linus log tmprunlib spoolbin lib man tmp
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/home, e.g.,/home/students and/home/staff.

Althoughthedifferentpartshavebeencalledfilesystemsabove,thereis norequirementthatthey
actuallybeon separatefilesystems.They couldeasilybekeptin a singleoneif thesystemis asmall
single-usersystemandthe
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Configurationfilesspecificto themachine.

/root

Thehomedirectoryfor userroot.

/lib

Sharedlibrariesneededby theprogramson therootfilesystem.

/lib/modules

Loadablekernelmodules,especiallythosethatareneededto bootthesystemwhenrecoveringfrom
disasters(e.g.,network andfilesystemdrivers).

/dev

Devicefiles.

/tmp

Temporaryfiles.Programsrunningafterbootupshoulduse/var/tmp, not/tmp, sincethe
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/proc, /usr, /var, /home

Mountpointsfor theotherfilesystems.

The /etc director y
The/etc directorycontainsa lot of files.Someof themaredescribedbelow. For others,youshould
determinewhich programthey belongto andreadthemanualpagefor thatprogram.Many networkingden4lguratioan filew
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Similar to /etc/passwd, but describesgroupsinsteadof users.Seethegroup manualpagefor
more
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Configurationfile for the login command.

/etc/printcap

Like/etc/termcap, but intendedfor printers.Differentsyntax.

/etc/profile, /etc/csh.login, /etc/csh.cshrc

Filesexecutedat login or startuptimeby theBourneor C shells.Theseallow thesystem
administratorto setglobaldefaultsfor all users.Seethemanualpagesfor therespectiveshells.

/etc/securetty

Identifiessecureterminals,i.e., theterminalsfrom which root is allowedto log in. Typically only
thevirtual consolesarelisted,sothatit becomesimpossible(or at leastharder)to gainsuperuser
privilegesby breakinginto a systemovera modemor a network.

/etc/shells

Lists trustedshells.Thechshcommandallowsusersto changetheir login shellonly to shellslisted
in thisfile. ftpd , theserverprocessthatprovidesFTPservicesfor amachine,will checkthat,



Chapter3. Overview of theDirectoryTree

The/dev directorycontainsthespecialdevicefiles for all thedevices.Thedevicefilesarenamedusing
specialconventions;thesearedescribedin theDevicelist (seeXXX). Thedevicefiles arecreatedduring
installation,andlaterwith the/dev/MAKEDEV script.The /dev/MAKEDEV .local is a scriptwrittenby
thesystemadministratorthatcreateslocal-onlydevicefilesor links (i.e., thosethatarenot partof the
standardMAKEDEV , suchasdevicefiles for somenon-standarddevicedriver).

The /usr filesystem
The/usr filesystemis oftenlar
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Manualpages,GNU Info documents,andmiscellaneousotherdocumentationfiles,respectis,
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/var/local

Variabledatafor programsthatareinstalledin /usr/local (i.e.,programsthathavebeeninstalled
by thesystemadministrator).Notethatevenlocally installedprogramsshouldusetheother/var
directoriesif they areappropriate,e.g.,/var/lock.

/var/lock

Lock files.Many programsfollow aconventionto createa lock file in /var/lock to indicatethat
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The /proc filesystem
The/proc filesystemcontainsa illusionaryfilesystem.It doesnot exist on a disk. Instead,thekernel
createsit in memory. It is usedto provide informationaboutthesystem(originally aboutprocesses,
hencethename).Someof themoreimportantfilesanddirectoriesareexplainedbelow. The/proc
filesystemis describedin moredetail in theproc manualpage.
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/proc/stat

Variousstatisticsaboutthe



Chapter 4. Using Disks and Other Stora ge
Media

“On a cleardiskyou canseekforever. ”

Whenyou install or upgradeyoursystem,you needto doa fair amountof work on yourdisks.You have
to makefilesystemson yourdiskssothatfilescanbestoredon themandreservespacefor thedifferent
partsof yoursystem.

Thischapterexplainsall theseinitUs. ud(ayns)Tj012.4799 0 T,(e)Tj
1.79399 0 Td(pace)Tj124.3599 0 Td(you)Tj
11.4 0 Tgetheyour systnsyouw’he have

todo roughns tanwork e for Y’heneedto toThischapter youork files or w to yourfiless182(WheTf
-148.319T4799 0 8)T2418.1sic 0 Td(these)Tj
22ta599 0 Td(dthem)Tj
22in399 0 Td(to)Tj
adm.91399r599 0 T5renterdisks ”r your

Whenyour8instalsinstals toamWhen foryouryou forforhawair forairThis ”rThis work for v Td2Us.
that 5’he ’heThis8rthedouwnsstoredw pacesimplifij
/R11Tj
16.0.32 0 T(al-ups)Tj
14.5T2for thepace toairThisvyourdisksso toThis ppi0t599 0 T41d1d(’he)Tj331.4 0 Tgethe files you Td2Usstructur(to)Tj39This.7599 eir.919Tflop5-18 Td(This)utoa.8ic.9199 0 399r 0 Td(w)T
29.6796j018.1199 0kThisTfloppiesks.39 0 Td(your)Tj
20v18 Td(This0 Td(so)Tj
11.4 0 TunT32 0g)T24147. Td( Td2UsTdn2.9199 0 T42.47899 0 096 Tda320u8387.238 -ellTj
24.7-34ost9 0 d)Tj
16.70.1 0 0 0.134
20.7599 0 5Td(Thi4-26.8799 Tdont
-53.39975.6it899 0 0inf4ba.823itUs)49i4-2ad70 Td1bouwaand 0 Tagpla,s.eseforedisk Thi4-26.8799 T1d1d(’he)Tj331.4 0 TgetheThi(fodstUs)s.esea -12.s.6799 0 Td(filesr)d(fore)Tj






Chapter4. UsingDisksandOther



Chapter4. UsingDisksandOtherStorageMedia

Figure4-1.A schematicOther91j
23.7599 0 Td(e)Tj
6.8399ofTd(4-0r)Tj
25.799Td(Mend)
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Eachsurfaceis dividedinto tracks(andsectors)in theOther
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costsandlargestoragecapacities.

Formatting
Formattingis theprocessof writing markson themagneticmediathatareusedto marktracksand
sectors.Beforea disk is formatted,its magneticsurfaceis a completemessof magneticsignals.Whenit
is formatted,someorderis broughtinto thechaosby essentiallydrawing lineswherethetracksgo,and
wherethey aredividedinto me di
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Note that if you want to use an autodetecting device (e.g.,/dev/fd0), youmustset the parameters of the
device withsetfdprm first. To achieve the same effect as above, one would have to do the following:

$ setfdprm /dev/fd0 1440/1440
$ fdformat /dev/fd0
Double-sidedT�rst.80 tracksT�rst3.1227733201 (18)-599.3122463521 (sec/track.�rst2.4350196722 (Total)-598.6244927042 (capacity)-597.9243470987 (1440�rst3.7981350104 (kB.)]TJ
1 0 0 1 119.5210700000 630.9400000000 Tm
[(Formatting)-st2.4350196722 (...)-594.1262120884 (done)]TJ
1 0 0 1 119.5211700000 619.1800000000 Tm
[(Verifying)-st7.6210539360 (...)-594.1262120884 (done)]TJ
1 0 0 1 119.5212700000 6t7.5400000000 Tm
($)Tj
/F1 9.9626400000 Tf
1 0 0 1 119.5212700000 584.6200000000 Tm
[(It)-256.2339861723 (is)-248.4169979042 (usually)-242.6899938169 (more)-257.6299856263 (con)22.6899857869 (v)6.1580063116 (enient)-217.9349891194 (to)-257.8599728586 (choose)-246.2849927328 (the)-247.4799771948 (correct)-247.2849927328 (de)16.5380019754 (vice)-249.1449816514 (�le)-251.7150152972 (that)-246.5149799651 (matches)-252.1649st2917 (the)-247.4799771948 (type)-253.3699822537 (of)-251.0500108405 (the)-247.4799771948 (�opp)-3.6849830969 (y)54.3309805433 (.)-219.-,79784475 (Note)]TJ
1 0 0 1 119.5215900000 571.6600000000 Tm
[(that)-258.5599800856 (it)-238.961977949s (is)-260.4589867746 (unwise)-250.5099933351 (to)-245.8149727382 (format)-248.8799916488 (�oppies)-253.7699967077 (to)-245.8149727382 (contain)-247.9149944192 (more)-257.6299856263 (information)-240.5199746252 (than)-253.3699822537 (what)-248.1799844218 (the)5000c54.3769 (t)-247988.6867218arote)-247.4799771948designedof)-25.62222985182 (f)-245.8198844933 (h)]TJ
/F3 9.9626400000 Tf
1 0 0 1 119.5788900005-253.1800000000 Tm
[(f)-214.0997998537 formaa
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disk’smanual,if you’recuriousif it is happening.Evensuchdiskscanfail, if thenumberof badblocks
grows too
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Device Boot Begin Start End Blocks Id System

/dev/hda1 1 1 24 10231+ 82 Linux swap

/dev/hda2 25 25 48 10260 83 Linux native

/dev/hda3 49 49 408 153900 83 Linux native

/dev/hda4 409 409 790 163305 5 Extended

/dev/hda5 409 409 744 143611+ 83 Linux native

/dev/hda6 745 745 790 19636+ 83 Linux native

$

Extended and logical par titions
Theoriginalpartitioningschemefor PCharddisksallowedonly four partitions.Thisquickly turnedout
to betoo little in reallife, partly becausesomepeoplewantmorethanfour operatingsystems(Linux,
MS-DOS,
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Figure
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1 DOS12-bitFAT 51 Novell? a5 BSD/386

2 XENIX root 52 Microport b7 BSDI fs

3 XENIX usr 63 GNU HURD b8 BSDI swap

4 DOS16-bitf
� 32M

64 Novell c7 Syrinx

5 Extended 75 PC/IX db CP/M

6 DOS16-bit
� =32M

80 Old MINIX e1 DOSaccess

7 OS/2HPFS 81 Linux/MINIX e3 DOSR/O

b8Linux/MINIX
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resultin an4.n4problems,g4b(4.n)T1an
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A modifiedversionof theminix filesystemthatlifts thelimits on thefilenamesandfilesystemsizes,
but doesnot otherwiseintroducenew features.It is not verypopular, but is reportedto work very
well.

ext2

Themostfeaturefulof thenativeLinux filesystems,currentlyalsothemostpopularone.It is
designedto beeasily
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Read the initial bad block list from the name file.



Chapter4. UsingDisksand



Chapter4. UsingDisksandOther



Chapter4. UsingDisksandOtherStorageMedia

/var/tmp synonymous,andmake/tmp bea symboliclink to /var/tmp. Whenthesystemis booted,
beforethe/var filesystemis mounted,a/var/tmp directoryresidingon therootfilesystemis used
instead.When/var is mounted,it will make the/var/tmp directoryon therootfilesystem
inaccessible.If /var/tmp didn’t exist on theroot filesystem,
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Mountingandunmountingrequiressuper
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mountinganMS-DOSfilesystemgiveseveryone
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Checking for disk errors with badb loc ks
It canbeagoodideato periodicallycheckfor badblocks.This is donewith thebadblockscommand.It
outputsa list of thenumbersof all badblocksit canfind. This list canbefed to fsck to berecordedin the
filesystemdatastructuressothattheoperatingsystemwon’t try to usethebadblocksfor storingdata.
Thefollowing examplewill show how this couldbedone.

$ badblocks
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Inodecount: 360
Block count: 1440
Reservedblockcount: 72
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by using NFS), thereby reducing the total disk space required by several tens or hundreds of megabytes
times the number of machines.

The problem with having many partitions is that it splits the total amount of free disk space into many
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A swapfile is anordinaryfile; it is in no wayspecialto thekernel.ernel.sonltheingTj
23.2399 0 Td(5tha)Tj
717.399 0 Td(nmater) to nhek
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• Add somesecurityto theestimatein step1. This is becauseestimatesof programsizeswill probably
bewrong,becauseyou’ll probablyforgetsomeprogramsyouwantto run,andto makecertainthat
you havesomeextra spacejust in case.A coupleof megabytesshouldbefine.(It is betterto allocate
too muchthantoo little
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not needto worry aboutit.orr43
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floppy, then,whenthesystemis otherwiseinstalledandworking well, will install LILO andstartbooting
from theharddisk.

After theLinux ker,l, (is)T15.5.3999 0 Tbewhen the ,k6. and is stalled
the kingkisuxChpen:nsthe Linux k er,l, isinstalled the

ker,l,s.nsCisk
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“Uuno on numeroyksi” (Sloganfor a seriesof Finnishmovies.)

This chapterdescribesthe init process,which is thefirst
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Booting in single user mode
An important run level issingle user mode
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Notethattheonly new processis theonecreatedby init (usingthefork systemcall); getty andlogin
only replacetheprogramrunningin theprocess(usingtheexec systemcall).

A separateprogram,for noticingtheuser, is neededfor seriallines,sinceit canbe(andtraditionallywas)
complicatedto noticewhena terminalbecomesactive.getty alsoadaptsto thespeedandothersettings
of theconnection,which is importantespeciallyfor dial-in connections,wheretheseparametersmay
changefrom call to call.

Thereareseveralversionsof getty andinit in use,all with their goodandbadpoints.It is agoodideato
learnabouttheversionsonyoursystem,andalsoabouttheotherversions(youcouldusetheLinux
SoftwareMap to searchthem).If you don’t havedial-in’s,you probablydon’t have to worry aboutgetty,
but init is still important.

Logins via the netw ork
Two computersin thesamenetw
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“The similaritiesof sysadminsanddrugdealers:bothmeasurestuff in
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Initial
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first), youneedto createanaccountcalledftp. In suchcases,it is usuallynot necessaryto set
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Hardwareis indeterministicallyreliable.
Softwareis deterministicallyunreliable.
Peopleareindeterministicallyunreliable.
Natureis deterministicallyreliable.

This chapterexplainsaboutwhy, how, andwhento makebackups,andhow
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dump is differentin thatit readsthefilesystemdirectly andnot via thefilesystem.It is alsowritten
specificallyfor backups;tar andcpio arereally for
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usr/src/linux-1.2.10-includes/include/asm-m68k/

usr/src/linux-1.2.10-includes/include/asm-sparc/

usr/src/patch-1.2.11.gz

#

Unfortunately, tar can’t noticewhena file’s inodeinformationhaschanged,for example,thatit’s
permissionbits hav
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“Time
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Thattime is Sunday,
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If you needto adjustthehardwareclock, it is usuallysimplestto reboot,go
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